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Question: 1  

During a penetration test, a tester runs a phishing campaign and receives a 
shell from an internal PC running Windows 10 OS. The tester wants to perform 
credential harvesting with Mimi. Which of the following registry changes would 
allow for credential caching in memory? 
A) 

 
B) 

 
C) 

 
D) 

 
 

A. Option A 
B. Option B 
C. Option C 
D. Option D 

 

   Answer: D  
 

  Question: 2  

In which of the following components is an exploited vulnerability MOST likely to 
affect multiple running application containers at once? 

 
A. Common libraries 
B. Configuration files 
C. Sandbox escape 
D. ASLR bypass 

 

   Answer: D  
 

  Question: 3  
 

Which of the following would be BEST for performing passive reconnaissance 
on a target's external domain? 

 
A. Peach 
B. CeWL 
C. OpenVAS 
D. Shodan 

 

   Answer: A  
 

  Question: 4  

If a security consultant comes across a password hash that 
resembles the following b117 525b3454 7Oc29ca3dBaeOb556ba8 
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Which of the following formats is the correct hash type? 
 

A. Kerberos 
B. Net NTL  
C. NTLM 
D. SHA-1 

 

  Answer: C  
 

  Question: 5  

A penetration tester was able to retrieve the initial VPN user domain credentials 
by phishing a member of the IT department. Afterward, the penetration tester 
obtained hashes over the VPN and easily cracked them using a dictionary 
attack Which of the following remediation steps should be recommended? 
(Select THREE) 

 
A. Mandate all employees take security awareness training 
B. Implement two-factor authentication for remote access 
C. Install an intrusion prevention system 
D. Increase password complexity requirements 
E. Install a security information event monitoring solution. 
F. Prevent members of the IT department from interactively logging in as administrators 
G. Upgrade the cipher suite used for the VPN solution 

 

  Answer: BDG  
 

  Question: 6  

A software development team recently migrated to new application software on 
the on-premises environment Penetration test findings show that multiple 
vulnerabilities exist If a penetration tester does not have access to a live or test 
environment, a test might be better to create the same environment on the VM 
Which of the following is MOST important for confirmation? 

 
A. Unsecure service and protocol configuration 
B. Running SMB and SMTP service 
C. Weak password complexity and user account 
D. Misconfiguration 

 

    Answer: A  
 

  Question: 7  

A security analyst has uncovered a suspicious request in the logs for a web 
application. Given the following URL: 

 
 

A. Directory traversal 
B. Cross-site scripting 
C. Remote file inclusion 
D. User enumeration 

 

   Answer: D  
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  Question: 8  

An assessor begins an internal security test of the Windows domain internal. compti 
a. net. The assessor is given network access via DHCP, but is not given any 
network maps or target IP addresses. Which of the following commands can the 
assessor use to find any likely Windows domain controllers? 
A) 

 
B) 

 
C) 

 
D) 

 
A. Option A 
B. Option B 
C. Option C 
D. Option D 

 
 
 

 

    Answer: A  
 

  Question: 9  

While prioritizing findings and recommendations for an executive summary, 
which of the following considerations would De MOST valuable to the client? 

 
A. Levels of difficulty to exploit identified vulnerabilities 
B. Time taken to accomplish each step 
C. Risk tolerance of the organization 
D. Availability of patches  

 

    Answer: C  
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