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  Question: 1  

Examine the log message attributes. Which statements are 
correct? (Choose two.) 
hostname=www.youtube.com profiletype="Webfilter_Profile" 
profile="default" 
status="passthrough" 
msg="URL belongs to a category with warnings 
enabled" Response: 

 
A. The website was allowed on the first attempt 

B. The user failed authentication 

C. The category action was set to warning. 

D. The user was prompted whether to proceed or go back. 
 

 

 Answer: CD  
 

  Question: 2  

Examine the following log message attributes and select two correct statements from the list 
below. (Choose two.) 
Response: 

 
A. The category action was set to warning. 

B. The website was allowed on the first attempt. 
C. The user was prompted to decide whether to proceed or go back. 
D. The user failed authentication. 

 

  Answer: BC  
 

  Question: 3  

You have configured the following log settings on the Log Settings page. Which 
configurations are now required to generate log messages on traffic coming through your 
network? 
(Choose 
two.) 
Response: 

 

A. Enable Log Allowed Traffic on your firewall policy. 
B. Enable Local Traffic Log on the Log Settings page. 
C. Enable Historical FortiView on the Log Settings page. 
D. Enable a security profile on your firewall policy. 

E. Enable Capture Packets on your firewall policy. 
 

  Answer: AB  
 

  Question: 4  

How do you configure inline SSL inspection on a firewall 
policy? (Choose two.) 
Response: 
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A. Enable one or more flow-based security profiles on the firewall policy. 

B. Enable the SSL/SSH Inspection profile on the firewall policy. 
C. Execute the inline ssl inspection CLI command. 
D. Enable one or more proxy-based security profiles on the firewall policy. 

 

  Answer: AB  
 

 

  Question: 5  

What methods can you use to back up 
logs? (Choose three.) 
Response: 

 
A. SNMP 

B. USB 
C. SFTP 

D. TFTP 
E. FTP 

 

  Answer: BDE  
 

  Question: 6  

Which of the following protocols can you use for secure administrative access to a 
FortiGate? (Choose two.) 
Response: 

 
A. HTTPS 

B. Telnet 
C. SSH 
D. FortiTelemetry 

 

  Answer: AC  
 

  Question: 7  

Under which circumstance is the IPsec ESP traffic encapsulated over 
UDP? Response: 

 
A. When using IKE version 2 (IKEv2) 
B. When the phase 1 is configured to use aggressive mode 

C. When the IPsec VPN is configured as dial-up 
D. When NAT-T detects there is a device between both IPsec peers doing NAT over the IPsec 

traffic 
 

  Answer: D  
 

  Question: 8  

You have enabled a web filter security profile in a firewall policy to log all blocked websites. 
What options do you have to either actively or passively monitor these logs? 
(Choose 
two.) 
Response: 
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A. Alert Message console 

B. FortiView menu 
C. Alert email 
D. Monitor menu 

 

  Answer: AC  
 

  Question: 9  

Which statements about an IPv6-over-IPv4 IPsec configuration are 
correct? (Choose two.) 
Response: 

 
A. The remote gateway IP must be an IPv6 address. 

B. The source quick mode selector must be an IPv4 address. 
C. The local gateway IP must an IPv4 address. 
D. The destination quick mode selector must be an IPv6 address. 

 

  Answer: CD  
 

  Question: 10  

Which of the following statements are true about route-based IPsec 
VPNs? (Choose two.) 
Response: 

 
A. A virtual IPsec interface is automatically created after a phase 1 is added to the configuration 

B. They require firewall policies with the Action set to IPsec 
C. They support L2TP-over-IPsec tunnels 
D. They can be created in transparent mode VDOMs 

 

  Answer: AC  
 

  Question: 11  

Which statements are true of public key infrastracture (PKI) users on 
FortiGate? (Choose two.) 
Response: 

 
A. FortiGate must include the CA certificate that issued the PKI peer user certificate. 

B. PKI users can belong to firewall user groups. 
C. PKI users must authenticate with both a certificate and a password. 
D. The first PKI user must be added to FortiGate through the GUI. 

 

  Answer: AB  
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