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Case Study: 1 Litware, inc. Overview 

Litware, Ltd. is aconsulting company that has amain office in Montreal and twobranch offices in 
Seattle and New York. 

The Montreal office has 2,000 employees. The Seattle office has 1,000 employees. The New York 

office has 200 employees. 

All the resources used by Litware are hosted on-premises. 

Litware creates a new Azure subscription. The Azure Active Directory (Azure AD) tenant uses a 
domain named Litware.onmicrosoft.com. The tenant uses the P1 pricing tier. 

Existing Environment 
The network contains an Active Directory forest named Litware.com. All domain controllers are 
configured as DNS servers and host the Litware.com DNS zone. 
Litware has finance, human resources, sales, research, and information technology departments. 
Each department has an organizational unit (OU) that contains all the accounts of that respective 
department. All the useraccounts have the department attribute set to their respective department. New 
users are added frequently. 
Litware.com contains a user named User1. All 
theoffices connectbyusing private links. 
Litware has data centers in the Montreal and Seattle offices. Each data center has a firewall that can be 
configured as a VPNdevice. 
All infrastructure servers are virtualized. The virtualization environment contains the servers in the 
following table. 

Litware uses two web applications named App1 and App2. Each instance on each web application 
requires 1GB of memory. 

The Azure subscription contains the resources in the following table. 

The network security team implements several network security groups (NSGs). 

Planned Changes 
Litware plans to implement the following changes: 



https://www.dumpsplanet.com/ Page 3 
 

• Deploy Azure ExpressRoute to the Montreal office. 
• Migrate the virtual machines hosted on Server1 and Server2 to Azure. 
• Synchronize on-premises Active Directory to Azure Active Directory (Azure AD). 
• Migrate App1 and App2 to two Azure web apps named webApp1 and WebApp2. 

Technical requirements 
Litware must meet the following technical requirements: 

• Ensure that WebApp1 can adjust the number of instances automatically based on the load 
and can scale up to five instance*. 
• Ensure that VM3 canestablishoutboundconnections over TCP port 8080 
totheapplications servers in the Montreal office. 
• Ensure that routing information is exchanged automatically between Azure and the 
routers in the Montreal office. 

• Enable Azure Multi-Factor Authentication (MFA) for the users in the finance department only. 
• Ensure that webapp2.azurewebsites.net can be accessed by using the name 
app2.Litware.com. 

• Connect the New Your office to VNet1 over the Internet by using an encrypted connection. 
• Create a workflow to send an email message when the settings of VM4 are modified. 
• Create a custom Azure role named Role1 that is based on the Reader role. 
• Minimize costs wheneverpossible. 

 

  Question:1  
 

Youdiscover that VM3 does NOTmeetthetechnical requirements. You 
need to verify whether the issue relates tothe NSGs. 
What should you use? 

 

A. Diagram in VNet1 
B. the security recommendations in Azure Advisor 

C. Diagnostic settings in Azure Monitor 

D. Diagnose and solve problems in Traffic Manager Profiles 

E. IP flow verify in Azure Network Watcher 
 

  Answer: E  
 

Explanation: 
Scenario: Litware must meet technical requirements including: 

Ensure that VM3 can establish outbound connections over TCP port 8080 to the applications servers in 
the Montreal office. 
IPflow verifychecks if apacket is allowed or deniedto or fromavirtual machine. Theinformation 
consists of direction, protocol, local IP, remote IP, local port, and remote port. If the packet is denied by a 
security group, the name of the rule that denied the packet is returned. While any source or 
destination IP can be chosen, IP flow verify helps administrators quickly diagnose connectivity issues 
from or to the internet and from or to the on-premises environment. 

References: 
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview 
 

  Question:2  
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Youneedtomeetthe technical requirementfor VM4. What 
should you create and configure? 

 
A. an Azure Notification Hub 
B. an Azure Event Hub 

C. an Azure Logic App 

D. an Azure services Bus 
 

  Answer: B  
 

Explanation: 
Scenario: Create a workflow to send an email message when the settings of VM4 are modified. You 
can start an automated logic app workflow when specific events happen in Azure resources or third-
party resources. These resources can publish those events to an Azure event grid. In turn, the event 
grid pushes those events to subscribers that have queues, webhooks, or event hubs as endpoints. 
As a subscriber, your logic app can wait for those events from the event grid before running 
automated workflows to perform tasks - without you writing any code. 
References: 
https://docs.microsoft.com/en-us/azure/event-grid/monitor-virtual-machine-changes-event-grid- logic-app 
 

  Question:3  
 

Youneed to recommend a solution to automate the configuration for the finance department users. The 
solution must meet the technical requirements. 
What should you include in the recommended? 

 

A. Azure AP B2C 
B. Azure AD Identity Protection 

C. an Azure logic app and the Microsoft Identity Management (MIM) client 

D. dynamic groups and conditional access policies 
 

  Answer: D  
 

Explanation: 
Scenario: Ensure Azure Multi-Factor Authentication (MFA) for the users in the finance department only. 
Therecommendation is to useconditional access policies that can then be targeted to groups of 
users, specific applications, or other conditions. 
References: 
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-userstates 
 

  Question:4  
 

HOTSPOT 
You need to the appropriate sizes for the Azure virtual for Server2. 
What should you do? To answer, select the appropriate options in the answer area. 
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NOTE: Each correct selection is worth one point. 

 
 

  Answer:  
 

 

Explanation: 
Box 1: Create a Recovery Services vault 
Create a Recovery Services vaulton the Azure Portal. 

Box 2: Install the Azure Site Recovery Provider 
Azure Site Recovery canbe usedtomanage migration of on-premises machines to Azure. Scenario: 
Migrate the virtualmachines hostedon Server1 and Server2 to Azure. 
Server2 has the Hyper-V host role. 
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References: 

https://docs.microsoft.com/en-us/azure/site-recovery/migrate-tutorial-on-premises-azure 
 

  Question:5  
HOTSPOT 

You need to implement Role1. 

Which command should you run before you create Role1? To answer, select the appropriate options in the 
answer area. 
NOTE: Each correct selection is worth one point. 

 
 
 

 

  Answer:  
 

 

 

  Question:6  
HOTSPOT 
You need to meet the connection requirements for the New York office. 
Whatshouldyou do? To answer, select theappropriate optionsintheanswer area. 
NOTE: Each correct selection is worth one point. 

 

 

  Answer:  
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Explanation: 
Box 1: Create a virtual network gateway and a local network gateway. 
Azure VPN gateway. The VPN gateway service enables you to connect the VNet to the on-premises 
network through a VPN appliance. For more information, see Connect an on-premises network to a 
Microsoft Azure virtual network. The VPN gateway includes the following elements: 

• Virtual network gateway. A resource that provides a virtual VPN appliance for the 
VNet. It is responsible for routing traffic from the on-premises network to the VNet. 
• Local network gateway. An abstraction of the on-premises VPN appliance. Network traffic 
from the cloud application to the on-premises network is routed through this gateway. 
• Connection. The connection has properties that specify the connection type (IPSec) 
and the key shared with the on-premises VPN appliance to encrypt traffic. 
• Gateway subnet. The virtual network gateway is held in its own subnet, which is subject to 
various requirements, described in the Recommendations section below. 

Box 2: Configure a site-to-site VPN connection 
On premises create a site-to-site connection for the virtual network gateway and the local network 
gateway. 

 
Scenario: Connectthe New Yorkoffice to VNet1 overthe Internet by using an encryptedconnection. 
Incorrect Answers: 
Azure ExpressRoute:EstablishedbetweenyournetworkandAzure, throughan ExpressRoute partner. This 
connection is private. Traffic does not go over the internet. 

References: 
https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/hybrid- 
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networking/vpn 

Case Study: 2 

Humongous 
Insurance 

Overview Existing Environment 
Huongous Insurance is an insurance company that has three offices in Miami, Tokoyo, and Bankok. 
Each has 5000 users. 

Active Directory Environment 
Humongous Insurance has a single-domain Active Directory forest named humongousinsurance.com. The 
functional level of the forest is Windows Server 2012. 

You recently provisioned an Azure Active Directory (Azure AD) tenant. 

Network Infrastructure 
Each office has a local data center that contains all the servers for that office. Each office has a 
dedicated connection to the Internet. 

Each office has several link load balancers that provide access to the servers. 

Active Directory Issue 
Several users in humongousinsurance.com have UPNs that contain special characters. You 
suspect that some of the characters are unsupported in Azure AD. 

Licensing Issue 
Youattempt to assign alicense in Azuretoseveral users and receivethefollowingerrormessage: 
"Licenses not assigned. License agreement failed for one user." 

You verify that the Azure subscription has the available licenses. 

Requirements 
Planned Changes 

Humongous Insurance plans to open a new office in Paris. The Paris office will contain 1,000 users 
whowillbe hiredduringthenext12 months. Alltheresourcesusedby the Parisofficeuserswillbe 
hosted in Azure. 

Planned Azure AD Infrastructure 
Theon-premises Active Directory domain will be synchronized to Azure AD. All 
client computers in the Paris office will be joined to an Azure AD domain. 

Planned Azure Networking Infrastructure 
You plan to create the following networking resources in a resource group named All_Resources: 

• Default Azure system routes that will be the only routes used to route traffic 

• A virtual network named Paris-VNet that will contain two subnets named Subnet1 and Subnet2 
• A virtual network named ClientResources-VNet that will contain one subnet named 
ClientSubnet 

• A virtual network named AllOffices-VNet thatwill contain twosubnetsnamed Subnet3 and 
Subnet4 You plan to enable peering between Paris-VNet and AllOffices-VNet. You will 
enable the Use remote gateways setting for the Paris-VNet peerings. 

You plan to create a private DNS zone named humongousinsurance.local and set the registration 
network to the ClientResources-VNet virtual network. 

Planned Azure Computer Infrastructure 
Each subnet will contain several virtual machines that will run either Windows Server 2012 R2, 
Windows Server 2016, or Red Hat Linux. 
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Department Requirements 
Humongous Insurance identifies the following requirements for the company's departments: 

• Web administrators will deploy Azure web apps for the marketing department. Each web 
app will be added toaseparate resource group. Theinitial configuration of theweb apps 
will be identical. The web administrators have permission to deploy web apps to 
resource groups. 
• During the testing phase, auditors in the finance department must be able to review all 
Azure costs from the past week. 

Authentication Requirements 
Users in the Miami office must use Azure Active Directory Seamless Single Sign-on (Azure AD 
Seamless SSO) when accessing resources in Azure. 
 

  Question:7  
DRAG DROP 
Youneed toprepare theenvironmenttoensurethat thewebadministrators can deploytheweb apps as 
quickly as possible. 

Whichthree actions should you perform in sequence? Toanswer, move theappropriate actions from the 
list of actions to the answer area and arrange them in the correct order. 

 
 
 

  Answer:  
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Explanation: 
Step 1: 
Firstyoucreateastorage accountusing the Azure portal. Step 2: 
Select Automation options at the bottom of the screen. The portal shows the template on the 

Template tab. 
Deploy: Deploy the Azurestorage accounttoAzure. Step 
3: 

Share the template. 

Scenario: Web administrators will deploy Azure web apps for the marketing department. Each web app 
will be added to a separate resource group. The initial configuration of the web apps will be identical. 
Theweb administrators have permissiontodeploywebappstoresourcegroups. 
References: https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager- 
quickstart-create-templates-use-the-portal 
 

  Question:8  
Which blade should you instruct the finance department auditors to use? 

 

A. Partner information 
B. Overview 

C. Payment methods 

D. Invoices 
 

  Answer: D  
 

Explanation: 
You can opt in and configure additional recipients to receive your Azure invoice in an email. This 
feature may notbeavailable for certain subscriptions such as support offers, Enterprise Agreements, or 
Azure in Open. 

Select your subscription from the Subscriptions page. Opt-in for each subscription you own. Click 
Invoices then Email my invoice. 

 
Click Opt in and accept the terms. 
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Scenario: Duringthetestingphase, auditors inthefinance department must be able toreviewall Azure 
costs from the pastweek. 

References: https://docs.microsoft.com/en-us/azure/billing/billing-download-azure-invoice-daily- usage-
date 
 

  Question:9  
 

You need to prepare the environment to meet the authentication requirements. 
Whichtwoactionsshouldyouperform? Eachcorrectanswerpresentspart of thesolution. NOTE Each 
correct selection is worth one point. 
 

A. Azure Active Directory (AD) Identity Protection and an Azure policy 

B. a Recovery Services vault and a backup policy 

C. an Azure Key Vault and an access policy 

D. an Azure Storage account and an access policy 
 

  Answer:BD  
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