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Question: 1 

What is the scope of an EC2 security group? 
 

A. Availability Zone 

B. Placement Group 
C. Region 

D. VPC 
 

  Answer: C  

Explanation: 

A security group is tied to a region and can be assigned only to instances in the same region. 
You can't enable an instance to communicate with an instance outside its region using security 
group rules. Traffic from an instance in another region is seen as WAN bandwidth. 
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/resources.html 
 

  Question: 2  

You run accounting software in the AWS cloud. This software needs to be online continuously 
during the day every day of the week, and has a very static requirement for compute 
resources. You also have other, unrelated batch jobs that need to run once per day at any time 
of your choosing. How should you minimize cost? 
 

A. Purchase a Heavy Utilization Reserved Instance to run the accounting software. Turn it off 
after hours. Run the batch jobs with the same instance class, so the Reserved Instance 
credits are also applied to the batch jobs. 
B. Purchase a Medium Utilization Reserved Instance to run the accounting software. Turn it 
off after hours. Run the batch jobs with the same instance class, so the Reserved Instance 
credits are also applied to the batch jobs. 
C. Purchase a Light Utilization Reserved Instance to run the accounting software. Turn it off 
after hours. Run the batch jobs with the same instance class, so the Reserved Instance 
credits are also applied to the batch jobs. 
D. Purchase a Full Utilization Reserved Instance to run the accounting software. Turn it off 
after hours. Run the batch jobs with the same instance class, so the Reserved Instance 
credits are also applied to the batch jobs. 

 

   Answer: A  
 

  Question: 3  

Which EBS volume type is best for high performance NoSQL cluster deployments? 
 

A. io1 
B. gp1 

C. standard 

D. gp2 
 

  Answer: A  

Explanation: 

io1 volumes, or Provisioned IOPS (PIOPS) SSDs, are best for: Critical business applications 
that require sustained IOPS performance, or more than 10,000 IOPS or 160 MiB/s of 
throughput per volume, like large database workloads, such as Mongo DB. 
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html 

 

Question: 4  

You are building out a layer in a software stack on AWS that needs to be able to scale out to 
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react to increased demand as fast as possible. You are running the code on EC2 instances in 
an Auto Scaling Group behind an ELB. Which application code deployment method should you 
use? 
 
 

A. SSH into new instances that come online, and deploy new code onto the system by 
pulling it from an S3 bucket, which is populated by code that you refresh from source control 
on new pushes. 
B. Bake an AMI when deploying new versions of code, and use that AMI for the Auto Scaling 
Launch Configuration. 
C. Create a Dockers file when preparing to deploy a new version to production and publish it 
to S3. Use User Data in the Auto Scaling Launch configuration to pull down the Docker file 
from S3 and run it when new instances launch. 
D. Create a new Auto Scaling Launch Configuration with User Data scripts configured to pull 
the latest code at all times. 

 

  Answer: B  
 

  Question: 5  

You need to perform ad-hoc analysis on log data, including searching quickly for specific error 
codes and reference numbers. Which should you evaluate first? 
 

A. AWS Elastic search Service 

B. AWS Red Shift 
C. AWS EMR 
D. AWS Dynamo DB 

 

  Answer: A  
 

  Question: 6  

Which status represents a failure state in AWS Cloud Formation? 
 

A. <code>UPDATE_COMPLETE_CLEANUP_IN_PROGRESS</code> 

B. <code>DELETE_COMPLETE_WITH_ARTIFACTS</code> 

C. <code>ROLLBACK_IN_PROGRESS</code> 

D. <code>ROLLBACK_FAILED</code> 
 

  Answer: C  

Explanation: 

ROLLBACK_IN_PROGRESS means an Update Stack operation failed and the stack is in the 
process of trying to return to the valid, pre-update state. 
UPDATE_COMPLETE_CLEANUP_IN_PROGRESS means an update was successful, and 
Cloud Formation is deleting any replaced, no longer used resources. ROLLBACK_FAILED is 
not a Cloud Formation state (but UPDATE_ROLLBACK_FAILED is). 
DELETE_COMPLETE_WITH_ARTIFACTS does not exist at all. 
Reference: 

http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-
stacks.html 
 

  Question: 7  

What is the scope of an EC2 EIP? 

 
A. Placement Group 
B. Availability Zone 
C. Region 

D. VPC 

http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks.html
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  Answer: C  

Explanation: 

An Elastic IP address is tied to a region and can be associated only with an instance in the 
same region. 
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/resources.html 
 

  Question: 8  

For AWS Auto Scaling, what is the first transition state an existing instance enters after leaving 
steady state in Standby mode? 
 

A. Detaching 
B. Terminating: Wait 

C. Pending 
D. Entering Standby 

 

  Answer: C  

Explanation: 

 
You can put any instance that is in an In Service state into a Standby state. This enables you to 
remove the instance from service, troubleshoot or make changes to it, and then put it back into 
service. Instances in a Standby state continue to be managed by the Auto Scaling group. 
However, they are not an active part of your application until you put them back into service. 
 

Reference: 
http://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/AutoScalingGroupLifecycle.ht
ml 
 

  Question: 10  

You want to pass queue messages that are 1GB each. How should you achieve this? 

 
A. Use Kinesis as a buffer stream for message bodies. Store the checkpoint id for the 
placement in the Kinesis Stream in SQS. 
B. Use the Amazon SQS Extended Client Library for Java and Amazon S3 as a storage 
mechanism for message bodies. 
C. Use SQS's support for message partitioning and multi-part uploads on Amazon S3. 
D. Use AWS EFS as a shared pool storage medium. Store file system pointers to the files on 
disk in the SQS message bodies. 

 

  Answer: B  
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