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  Question:1  
 

Which feature requires a network discovery policy on the Cisco Firepower Next Generation Intrusion 
Prevention System? 

 
A. security intelligence 
B. impact flags 

C. health monitoring 

D. URL filtering 
 

  Answer: A  
 

 

  Question:2  
 

Refer to the exhibit. 

 

Which statement about the authentication protocol used in the configuration is true? 

 

A. The authentication request contains only a password 
B. The authentication request contains only a username 

C. The authentication and authorization requests are grouped in a single packet. 
D. There are separate authentication and authorization request packets. 

 

  Answer: C  
 

 

  Question:3  
 

Which two preventive measures are used to control cross-site scripting? (Choose two.) 

 

A. Enable client-side scripts on a per-domain basis. 

B. Incorporate contextual output encoding/escaping. 
C. Disable cookie inspection in the HTML inspection engine. 
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D. Run untrusted HTML input through an HTML sanitization engine. 

E. Same Site cookie attribute should not be used. 
 

  Answer:AB  
 

 

  Question:4  
 

Which policy is used to capture host information on the Cisco Firepower Next Generation Intrusion 

Prevention 

System? 

 

A. correlation 
B. intrusion 

C. access control 

D. network discovery 
 

  Answer: D  
 

 

  Question:5  
 

Refer to the exhibit. 

 

Which command was used to generate this output and to show whichports 
are authenticating with dot1x ormab? 

 
A. show authentication registrations 
B. show authentication method 

C. show dot1x all 

D. show authentication sessions 
 

  Answer: B  
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  Question:6  
 

An engineer is configuring a Cisco ESA and wants to control whether to accept or reject email 

messages to a 

recipient address. Which list contains the allowed recipient addresses? 

 

A. SAT 

B. BAT 

C. HAT 

D. RAT 
 

  Answer: D  
 

 

  Question:7  
 

Which two capabilities does TAXII support? (Choose two.) 

 

A. exchange 
B. pull messaging 

C. binding 

D. correlation 
E. mitigating 

 

  Answer:BC  
 

 

  Question:8  
 

Which policy represents a shared set of features or parameters that define the aspects of a managed 

device 

that are likely to be similar to other managed devices in a deployment? 

 

A. group policy 

B. access control policy 

C. device management policy 

D. platform service policy 
 

  Answer: D  
 

Reference: 
https://www.cisco.com/c/en/us/td/docs/security/firepower/622/configuration/guide/fpmc- 
configguide- 

v622/platform_settings_policies_for_managed_devices.pdf 
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  Question:9  
 

An administrator wants to ensure that all endpoints are compliant be for e users are allowed access on 

the Corporate network. The endpoints must have the corporate antivirus application installed and 
be running the latest build of Windows 10. What must the administrator implement to ensure that 

all devices are compliant? 

Before they are allowed on the network? 

 

A. Cisco Identity Services Engine and AnyConnect Posture module 
B. Cisco Stealthwatch and Cisco Identity Services Engine integration 

C. Cisco ASA firewall with Dynamic Access Policies configured 

D. Cisco Identity Services Engine with PxGrid services enabled 
 

  Answer: A  
 

Reference: 
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect46/ 
administration/guide/b_AnyConnect_Administrator_Guide_4-6/configure-posture.html 

 

  Question: 10  
 

What are two Detection and Analytics Engines of Cognitive Threat Analytics? (Choose two.) 

 

A. data ex-filtration 
B. command and control communication 

C. intelligent proxy 

D. snort 
E. URL categorization 

 

  Answer:AB  
 

Reference: 

https://www.cisco.com/c/dam/en/us/products/collateral/security/cognitive-threat-analytics/at- aglance- 

c45-736555.pdf 
 

 

  Question: 11  
 

In which form of attack is alternate encoding, such as hexadecimal representation, most often 
observed? 

 
A. smurf 

B. distributed denial of service 

C. cross-site scripting 

D. rootkit exploit 
 

  Answer: C  
 

 

  Question: 12  
 

Which two conditions are prerequisites for stateful failover for IPsec? (Choose two.) 
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A. Only the IKE configuration that  is setup on the active device must be duplicated on 
the standby device; the 

IPsec configuration is copied automatically. 

B. The active and standby devices can run different versions of the Cisco IOS software 
but must be the same 
Type of device. 

C. The IPsec configuration that is set up on the active device must be duplicated on the 
standby device. 

D. Only the IPsec configuration that is set up on the active device must be duplicated on the 
standby device; 
the IKE configuration is copied automatically. 

E. The active and standby devices must run the same version of the Cisco IOS software 
and must be the 

same type of device. 
 

  Answer:BC  
 

Reference: 
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnav/configuration/15-mt/sec- 
vpnavailability- 

15-mt-book/sec-state-fail-ipsec.html 
 

  Question: 13  
 

When web policies are configured in Cisco Umbrella, what provides the ability to ensure that 
domains are 

blocked when they host malware, command and control, phishing, and more threats? 

 

A. Application Control 
B. Security  Category Blocking 

C. Content Category Blocking 

D. File Analysis 
 

  Answer: B  
 

Reference: 

https://support.umbrellA.com/hc/en-us/articles/115004563666-Understanding-Security-Categories 

https://www.dumpsplanet.com/
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnav/configuration/15-mt/sec-


Page No | 7 

 

https://www.dumpsplanet.com/ Page 7 
 

         Thank You for Trying Our Product 

 

Our Certification Exam Features:  

 

★ More than 99,900 Satisfied Customers Worldwide 

★ Average 99.9%Success Rate 

★Free Update to match latest and real exam scenarios 

★Instant Download Access! No Setup required.  

★ Questions & Answers are downloadable in PDF format. 

★ Multi-Platform capabilities - Windows, Laptop, Mac, Android, iPhone, iPod, iPad 

★ 100% Guaranteed Success.  

★ Fast, helpful support 24x7 

View Certification Exam page for Full Product:  

             
                https://www.dumpsplanet.com/350-701-dumps 

 

 
 
 

 
 

 

 

 

 

https://www.dumpsplanet.com/
https://www.dumpsplanet.com/350-701-dumps

	For More Information:
	Question:1
	Answer: A
	Answer: C
	Answer:AB
	Answer: D
	Answer: B
	Answer: D (1)
	Answer:BC
	Answer: D (2)
	Question:9
	Answer: A (1)
	Question: 10
	Answer:AB (1)
	Question: 11
	Answer: C (1)
	Answer:BC (1)
	Question: 13
	Answer: B (1)

